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INTERNAL SECURITY BASICS 
 

Basics Of Internal Security Threat Scenario in India 

Secessionist movements based on ethnic identities in the Northeast and Jammu & Kashmir have 
been contesting the Indian state through violent means for decades. The Left Wing Extremism 
movement based on Marxist-Leninist ideology is engaged in a struggle to overthrow the 
democratic structure of the Indian state. Intermittent terrorist attacks perpetrated by foreign and 
homegrown terrorist groups have been disrupting peace and political order in the country. 
Infiltration, illegal migration, and trafficking of arms and narcotics are not only breaching the 
country’s international borders but are also aggravating its security situation. 

The agenda includes: left wing extremism, insurgencies in the Northeast India, cross border 
terrorism and militancy in Jammu and Kashmir, global and national trends in terrorism, 
management of India’s international borders and security of its coasts. 

The 43rd Report to the concerned Parliamentary Standing Committee, the Ministry of Home 
Affairs has brought out that “210 of the 535 districts in the country are affected by serious 
internal security problems or public disorders” and almost 40 per-cent areas facing serious 
disorders of one or the other kind  

Some of major root causes :  

● The root cause for the rise in internal security threats is the inability of the states to 
address the many genuine grievances of the people. 

● The gap between the unrealistic expectations, fuelled by populist rhetoric, and their actual 
fulfilment has increased and not decreased over the years. 

● An educational system which produces unemployable young boys and girls has not 
helped. Pressure on land has made the task of survival in agriculture more difficult. 

● But it is not ideology and revolutionary zeal that is driving them. For many, joining these 
groups is the only way to survive. 

● What they cannot get through legitimate means they obtain through arms and explosives. 
Their tactics are no different from the insurgents and terrorists. 

● Corrupt politicians, policemen and civil servants have made their own adjustments with 
these groups. A live-and-let-live attitude is mutually beneficial to all of them. 

 Internal Security Challenges 

● Among the internal security perils afflicting India, an alarmingly burgeoning is LWE 
commonly dubbed as the Naxal-Maoist threat. 
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● Pathankot attack that took place on 31st December 2015, the attack of 26/11 on the Taj 
hotel, Indian parliament attack in 2001 etc are the grim reminders how fatal the menace 
of terrorism can be. 

● Insurgency in Northeast India involves multiple armed factions among which some favor 
a separate state while others seek regional autonomy. Some groups demand complete 
independence. 

● Separatist feelings in some states of India, notably Jammu & Kashmir, Punjab, Assam 
and in Naxal-Maoist afflicted regions are major threats to unity and integrity of India. 

● India with its net migration being 6.3 million persons ranked the sixth among the top ten 
countries in the world with largest international migrant population. 

● With cybercrimes opening up as a new battlefront, India needs to fortify its information 
networks against malware. 

● Two-way illegal movement of narcotics and drugs pose a significant threat to national 
security as the breach of international borders indicate that arms smuggling and 
infiltration is equally feasible along with terror financing by the money generated by the 
illegal sale of narcotics and drugs. 

● Issue of resolution of Naga conflict in spite of having signed Framework Agreement 
between the Central Government and the NSCN (IM) is inconclusive and a relapse of 
conflict can take place. 

● Issue of Gorkhaland is still simmering and the Siliguri Corridor remains vulnerable from 
conventional and sub-conventional threats.  

● There have been cases where radicalised Muslim youths have joined ISIS and Jihadi 
organisations in the past and if anti- and counter-radicalisation measures are not taken on 
priority, it may give impetus to the efforts of Jihadi ideologues to radicalise the 
vulnerable Muslim youths.  

● Social media and cyber frontiers require monitoring and securing. Youth is a national 
asset and needs engagement and economic empowerment 

 

 Suggestions 

●  Effective steps to reduce ethnic and social inequalities, disparities in educational and 
employment opportunities. 

● Creating effective machinery for the redressal of public grievance, are absolutely 
essential to improve the environment in which extremist violence flourishes. 

● Steps to reduce economic deprivation and improve the delivery of essential services can 
erode the base of public support on which the extremist movements survive. 

● A thriving economy, which gives hope and opportunity to the people, is more likely to 
defeat all types of extremist movements than any other strategy. 

● The need for a well co-ordinate security apparatus can hardly be overemphasized. 
● This Trusteeship was mandated to place limits on Jewish immigration and create a 

division of Palestine into separate Jewish and Arab provinces but not states. 
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● A composite force on the lines of the National Security Guards (NSG) should be 
organized in all the states, even in those states where the internal security situation is not 
so serious. 

● But in the states where the situation has gone beyond their control, the Centre, as laid 
down in the Constitution, is duty-bound to intervene, notwithstanding the fact that law 
and order is under the State List. 

● The Union government is charged with the responsibility of protecting the states from 
internal disturbances under Article 353 of the Constitution, even though law and order 
comes under List-II, the State List. 

● The National Security Council and the Cabinet Committee on security has to evolve more 
effectively to frame counter strategic programmes against security threats in a proactive 
manner, confining the threats by gheraoing before eradicating.  

● Long pending police reforms must be finalised within a time frame. The criminal justice 
system is still in the shape which the British left it in and required changes have not been 
done.  

● Even the language of the court is such that the person for whom it is meant cannot 
understand the language and meaning of the court, Not only is the language of the court 
required to be simplified, but it should also be made people friendly. 

● To tackle economic offences and money laundering, effective coordination regarding 
governance in the field of taxes and other financial aspects is required between regulatory 
agencies concerned and the Central Economic Intelligence Bureau (CEIB).  

● Given the close nexus between drug trafficking, organised crime and terrorism, it is also 
necessary to improve the effectiveness of Narcotics Control Bureau.  

● The Chief Ministers of states are required to work in consonance with the Union 
Government with all sensitivity and by understanding the threats, the curbing of which is 
the responsibility of both the Union and State Governments. 

● There are visible and invisible Maoists sources of finance and channels of procuring 
weapons which deserve high priority. In case of Maoists’ action, political statements and 
counter statements, Centre versus State blame game, accusations of intelligence and 
security failure, even though relevant, but leading nowhere, should be avoided.  

● India needs to strengthen its coastal security considerations to protect its vital economic 
interests in two million square kilometres of the Exclusive Economic Zone 
 

In today’s context of a nation state, the challenge lies in changing the long-term concept of 
national security, which we need to understand in a comprehensive sense rather than in narrow 
military terms only. In the absence of the feeling of ‘Nation First’ in the heart of each and every 
citizen, we would not succeed in attaining freedom from the internal security threats. 
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SOCIAL MEDIA 
Social Media can be defined as any web or mobile based platform that enables an individual or 
agency to communicate interactively and enables exchange of user generated content and it is 
explained by a number of tools, which includes blogs, Wikis, discussion forums, micro-blogs, 
twitter and social networking sites. The advantages of Social media are so many but they are 
posing threat to Internal Security in various forms like Cyber Terrorism, Fraud, crime, spreading 
violence, etc. According to the Cisco 2013 Annual Security Report, the highest concentrations of 
online security threats are on mass audience sites, including social media. 

National Security is of prime importance for any nation to maintain peace and harmony. Nations 
face numerous internal security challenges and Social Media act as the platform for that. Social 
media is not security threat in itself but the users of these services can pose the threats by their 
anti-social endeavours. With limited government oversight, industry standards or incentives to 
educate users on security, privacy and identity protection, users are exposed to identity theft and 
fraud. Additionally, these platforms have huge confidential user information, and are likely 
vulnerable to outside or inside attack which is detrimental to Internal Security. 

Recent Internal Security Crisis engendered by Social Media 

● Mobile and social network interfaces were used to send offensive clips and hate messages 
that triggered panic and mass exodus of north east Indians from large parts of India in the 
aftermath of the ethnic clashes in Assam in 2012. 

● In 2013, a morphed video on YouTube was used to fan communal riots in Muzaffarnagar 
in Uttar Pradesh. 

● A propaganda video released by ISIS shows alleged Indian Jihadists fighting in Syria and 
calling for more Indian recruits to join the cause. 

● The Ministry of Home Affairs (MHA) annual report used a picture of the Spain-Morocco 
border to show Indian border floodlighting. 

● Child kidnapping rumours lead to lynching by a mob in Jharkhand. 

Issues 

● Misinformation and disinformation spread in the media is becoming a serious social 
challenge. It is leading to the poisonous atmosphere on the web and causing riots and 
lynching on the road. 

● In the age of the internet (WhatsApp, Facebook, Twitter,) it is a serious problem as 
rumours, morphed images, click-baits, motivated stories, unverified information, planted 
stories for various interests spread easily among 35 crore internet users in India. 

● There have been many instances of online rumours leading to killings of innocent people. 
In some cases, ministers have deleted tweets after realizing the fake news which they 
shared earlier. 
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● In India, WhatsApp is the platform most vulnerable to fake news. Millions of Indians (a 
vast percentage is uneducated) using mobile internet innocently forwarding ‘good 
morning’ messages every day are seen as most vulnerable to fake news. 

● In the recent Karnataka Assembly elections (2018) fake news about rival parties and 
candidates flooded the media. 

● The biggest challenge for internal security of nation through social networking site is 
cyber terrorism. Today terrorists select Social Media as a practical alternative to disturb 
the function of nations and other business activities because this technique has potential 
to cause huge damage. 

● Social networking sites also invite fraudsters to take excellent opportunities to become 
wealthy by applying deceiver schemes. 

● As the Internet is growing explosively, online criminals try to present fraudulent plans in 
many ways. Social networking sites also pose a major challenge in financial and 
organized crime which destabilizes the system. It creates a threat to a company's security 
because of what employees might disclose and they are on prime target for cyber 
criminals. 

● Some countries in the world feel threatened by the fact that social media can bring the 
people together and thus, create a revolution. This in turn can cause political instability. 

● We are also witnessing the growth of the “new media phenomena” in India where 
traditional media (mainly television) is increasingly relying on social media to feed its 
24-hour news cycles and picking content and coverage led by social media trends, posing 
multi- dimensional implications for law and order as well as security. 

● Mobile and social network interfaces were used to send offensive clips and hate messages 
that triggered panic and mass exodus, snowballing into a cyber-security challenge and 
exposed a facet of the medium that has become a potent tool for radicalisation by terror 
groups. 

● The way information is exchanged in real time, has triggered an information revolution 
the world over that has forced people, governments and organisations, to rethink 
strategies on how they manage their information in an increasingly interconnected world. 

● Hackers write or use ready-made computer programs to attack the target computer. By 
using Social Media they breach the national security and steal important data of defence 
or other strategic sectors. This can kneel the whole country without using Arms and 
Ammunition. 

● Social networking sites also pose major challenges in financial and organized crime 
which destabilizes the system. It creates a threat to a company's security because of what 
employees might disclose and they are on prime target for cyber criminals. 

 

Suggestions 

● There is no specific law against fake news in India. Free publication of news flows from 
Article 19 of the Constitution guaranteeing freedom of speech. 
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● Any future legislation to curb fake news should take the whole picture into account and 
not blame the media and go for knee-jerk reactions; in this age of new media anyone can 
create and circulate new for undisclosed benefits. 

● Controlling fake news is a tricky issue: not controlling trolls could lead to national and 
international instability while doing too much to control it could harm democracy. 

● Countering content manipulation to restore faith in social media without undermining 
internet and media freedom will require public education, strengthening of regulations 
and effort of tech companies to make suitable algorithms for news curation. 

● Italy, for example, has experimentally added ‘recognizing fake news’ in school syllabus. 
India should also seriously emphasize cyber security, internet education, fake news 
education in the academic curriculum at all levels. 

● We need to understand the difference between fake and real news as it’s actually a lot 
harder than we think, purely because often we believe that the platform delivering the 
content is trustworthy. Re-checking the news, stated facts and rumors from multiple sites 
can reduce the spread of fake news. 

● Law enforcement agencies  should use “Open source Intelligence” to engage, collate, 
analyse and predict, and share intelligence using data gleaned from social media 
networks, This analysis uses social media data along with their metadata to identify 
people, networks, patterns and events that contribute to actionable intelligence. 

● A good multi-layered, regularly updated security software can ensure the security of 
defences and confidential data from hackers all over the world.. 

● There is a need to stress upon the areas of strategic importance including Artificial 
Intelligence, Robotics, Virtual reality & augmented reality, Internet of things (IOT) 
which would be the backbone of the country’s security in the digital world. 

● There is also a need to sensitize the common citizens about the dangers of cyber threats 
and fraudulent activities taking place to spread more awareness and motivating them to 
become digitally smarter and privacy conscious. 

● There should be increased partnership of government and private sector since the 
majority of the country’s cyber resources are controlled by entities outside of the 
government. 

● More investment in fields such as finance, skill training and manpower is required. There 
is a need to increase the number of cyber security experts and IT security auditors, in 
which the nation is facing a crisis at present. 

CYBER SECURITY 
Cyber Security is protecting cyber space including critical information infrastructure from attack, 
damage, misuse and economic espionage. Cyber Security is “the security of information and its 
communicating channels as applied to computing devices such as computers and smartphones, as 
well as computer networks such as private and public networks, including the Internet as a 
whole.” 
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The cyber security threats emanate from a wide variety of sources and manifest themselves in 
disruptive activities that target individuals, businesses, national infrastructure and Governments 
alike. Their effects carry significant risk for public safety, security of the nation and the stability 
of the globally linked economy as a whole. The origin of a disruption, the identity of the 
perpetrator or the motivation for it can be difficult to ascertain and the act can take place from 
virtually anywhere. These attributes facilitate the use of Information Technology for disruptive 
activities. As such, cyber security threats pose one of the most serious economic and national 
security challenges. 

Examples 

● Through a phishing email sent to an employee, hackers accessed the credentials to 
execute a fund transfer, swindling Union Bank of India of $171 million; Prompt action 
helped the bank recover almost the entire money. 

● The global ransomware attack took its toll in India with several thousand computers 
getting locked down by ransom-seeking hackers. The attack also impacted systems 
belonging to the Andhra Pradesh police and state utilities of West Bengal. 

● The food tech company Zomato discovered that data, including names, email IDs and 
hashed passwords, of 17 million users was stolen by an ‘ethical’ hacker-who demanded 
the company must acknowledge its security vulnerabilities-and put up for sale on the 
Dark Web. 

● Petya ransomware attack made its impact felt across the world, including India, where 
container handling functions at a terminal operated by the Danish firm AP Moller-Maersk 
at Mumbai’s Jawaharlal Nehru Port Trust got affected. 

 THREATS POSED: 

● Cyber criminals seek to exploit human or security vulnerabilities in order to steal 
passwords, data or money directly. The most common cyber threats include: 

● Hacking - including of social media and email passwords 
● Phishing - bogus emails asking for security information and personal details 
● Malicious software – including ransomware through which criminals hijack files and 

hold them to ransom 
● Distributed denial of service (DDOS) attacks against websites – often accompanied by 

extortion 
● Ransomware - extort money by blocking access to files or the computer system until the 

ransom is paid. 
● Social Engineering - Social engineering is a tactic that adversaries use to trick you into 

revealing sensitive information. 
● Less technically proficient criminals are now able to commit cyber crime, and do so as 

awareness of the potential profits becomes more widespread.  
● The evolving technical capabilities of malware evolving harm as well as facilitating new 

crimes, such as the crypto mining malware which attacks digital currencies like Bitcoin.  
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Issues 

● Photos, videos and other personal information shared by an individual on social 
networking sites can be inappropriately used by others, leading to serious and even 
life-threatening incidents. 

● Companies have a lot of data and information on their systems. A cyber attack may lead 
to loss of competitive information (such as patents or original work), loss of 
employees/customers private data resulting into complete loss of public trust on the 
integrity of the organization. 

● A local, state or central government maintains a huge amount of confidential data related 
to country (geographical, military strategic assets etc.) and citizens. Unauthorized access 
to the data can lead to serious threats on a country. 

● Increased use of mobile technology and internet by people. 
● Proliferation of Internet of Things (IoT) and lack of proper security infrastructure in some 

devices. 
● Cyberspace has inherent vulnerabilities that cannot be removed. 
● Internet technology makes it relatively easy to misdirect attribution to other parties. 
● It is generally seen that attack technology outpaces defence technology. 
● Lack of awareness on Cyber security. 
● Lack of Cyber security specialists. 
● Increased use of cyberspace by terrorists. 
● Critical infrastructure is largely owned and operated by the private sector. These are some              

of the important cybersecurity issues that nations are grappling with. At an organizational             
level cybersecurity is not merely a technology issue, but a management issue. This is              
grounded in enterprise risk management, which calls for an understanding of the human,             
process, legal, network, and ICT security aspects. 

● Several security surveys reveal a lack of adequate knowledge among executives about            
security policy and incidents, the latest technological solutions, data leakage, financial           
loss, reflecting their negligence and ignorance towards cyber threat. 

● Institutions such as the National Cybersecurity Coordinator (NCC), National Technical          
Research Organisation, Computer Emergency Response Team and the National Cyber          
Security Coordinator Centre are all doing a reasonable job but they suffer from the lack               
of skilled manpower and proper coordination. 

● Governments don't have stringent policy on cybersecurity and legal structures to           
implement it.  

● Government’s low investment in the cybersecurity research and development sector is           
giving loopholes to the hackers to exploit or manipulate the system. 

Suggestions 

● Real-time intelligence is required for preventing and containing cyber attacks. 
● Periodical ‘Backup of Data’ is a solution to ransomware. 
● Using Artificial Intelligence (AI) for predicting and accurately identifying attacks. 
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● Using the knowledge gained from actual attacks that have already taken place in building 
effective and pragmatic defence.. 

● India needs to secure its computing environment and IoT with current tools, patches, 
updates and best known methods in a timely manner. 

● The need of the hour for Indian government is to develop core skills in cyber security, 
data integrity and data security fields while also setting stringent cyber security standards 
to protect banks and financial institutions. 

● Spread awareness and importance among the people of - choosing strong passwords and 
don’t reuse them for multiple logins, Install security software such as anti-virus and 
two-factor authentication, Keep all security software and operating systems to avoid a 
cyber attack. 

● Multiple agencies are involved in securing ICT infrastructure. Their efforts need to be             
firmly coordinated through an integrated command-and-control entity, which should         
serve as a unifying structure that is accountable for cybersecurity. 

● Training is needed for the executives about security policy and incidents, the latest             
technological solutions, data leakage, financial loss and cyber attacks. 

● Governments need to provide incentives for industry to invest in security at a level that is 
not justified by corporate business plans. 

● Using the knowledge gained from actual attacks that have already taken place in building 
effective and pragmatic defence. 

 
 

MONEY LAUNDERING 
Money laundering is concealing or disguising the identity of illegally obtained proceeds so that 
they appear to have originated from legitimate sources. It is frequently a component of other, 
much more serious, crimes such as drug trafficking, robbery or extortion. 

It is a process where the proceeds of crime are transformed into apparently legitimate money or 
other assets. In simple words, it can be defined as the act of making money that comes from one 
source to look like it comes from another source. The most common types of criminals who need 
to launder money are drug traffickers, embezzlers, corrupt politicians and public officials, 
mobsters, terrorists and con artists 

It involves three steps: placement, layering and integration. 

1.       Placement puts the "dirty money" into the legitimate financial system. 

2.       Layering conceals the source of the money through a series of transactions and 
bookkeeping tricks. 

3.       In the case of integration, the now-laundered money is withdrawn from the legitimate 
account to be used for criminal activities. 
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Issues 

According to studies conducted by the International Monetary Fund, it was estimated that the 
quantum of money laundered is approximately 2 to 5 percent  of GDP of the world.  

● Money Laundering serves as an important mode of terrorism financing. Terrorists have 
shown adaptability and opportunism in meeting their funding requirements. 

● Across the globe, banks have become a major target of Money Laundering operations and 
financial crime because they provide a variety of services and instruments that can be 
used to conceal the source of money. 

● The infiltration and sometimes saturation of dirty money into legitimate financial sectors 
and national accounts can threaten economic and political stability. 

● Money laundering is an activity which is capable of corrupting a chain of financial 
institutions. 

● Weakens the “democratic institutions” of the society. 
● Policy distortion occurs because of measurement error and misallocation of resources. 
● Provides opportunity to criminals to hijack the process of privatization contaminating 

legal transactions. 
● A Geographical Location that Facilitates Business Travel to and from rich neighbours. 
● Volatility in exchange rates and interest rates due to unanticipated transfers of funds. 
● Declines the moral and social position of the society by exposing it to activities such as 

drug trafficking, smuggling, corruption and other criminal activities. 
● Hawala was established in India before the Western banking system was introduced, and             

is one of the most common methods used in India and around the world to launder                
money. This method of transferring money is not traceable by authorities as no             
paperwork is left behind.  

● Banks use wire transfers as an expeditious method for transferring funds between bank             
accounts. As wire transfers do not involve actual movement of currency, they are             
considered as a rapid and secure method for transferring value from one location to              
another.  

● Specialised financial businesses have for many years played an increasing role in            
providing certain types of services, including money remittance (MR), foreign currency           
exchange (CE) and the issue / management of means of payment to a variety of actors. 

● The real estate sector merits closer consideration given the large scope of monetary             
transactions, its significant social impact, and because of the number of cases in which              
money laundering, and in limited circumstances terrorist financing and tax fraud           
schemes, have been detected. 

 THREATS POSED: 

 
● The use of front companies by money launderers undermines the legitimate private            

sector, as the motive of money launderers is not necessarily to make a profit out of                
operations of the front company. 
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● On a macro level, money laundering poses a risk to confidence in the financial system               
and in its institutions. 'The soundness and confidence in the financial system as a whole               
could be seriously jeopardised thereby losing the trust of the public,' if the financial              
system is seen to be laundering criminal proceeds 

● Money laundering decreases the tax funds available for collection in the economy and by              
implication government's revenues. Consequently, governments may have to levy higher          
taxes in order to obtain the funds necessary to fulfil their responsibilities towards their              
citizens. 

● Money launderers who are able to obtain previous government entities that are being             
privatised, can attempt to establish a legitimate front to launder funds. This can weaken              
economic reforms as money launderers are not interested in operating these entities as             
going concerns, but rather as a channel for laundering money. 

● Funds used to support terrorism may originate from legitimate sources, criminal           
activities, or both. Nonetheless, disguising the source of terrorist financing, regardless of            
whether the source is of legitimate or illicit origin, is important.  

● Committing crime of money laundering transfers of economic power from the right            
people to the wrong. The good citizens and the government are dispossessed from their              
right, making the criminals take the benefit to flourish in their criminality.  

● Companies cannot compete with operators financed by illegal funding, labours then           
become jobless and the high rate of unemployment result in an increase in criminality,              
dissatisfaction and insecurity.  

● Volatility in exchange rates and interest rates due to unanticipated transfers of funds; fall              
in asset price due to the disposition of laundered funds; misallocation of resources in              
relative asset commodity prices arising from money laundering activities; loss of           
confidence in markets caused by insider trading, fraud and embezzlement. 

Suggestions 

● More strict laws related to Anti-money laundering is necessary because money 
laundering tends to corrupt even the most professional players in the market. 

● There is a need to sensitize the Private Sector about their role in anti-money laundering 
activities 

● Continuous up-gradation and dissemination of information is necessary 
● There is a need to build a balance between financial confidentiality and this 

confidentiality turning to a money-laundering haven. 
● International regimes attempt to monitor or regulate international relations and activities. 
● Intergovernmental groups have also taken action against the rising levels of global money 

laundering. 
● Promotion of The Basel committee on Banking regulations and adopted a statement of 

principles that targeted money laundering. 
● Promotion of The Vienna Convention creates an obligation for signatory states to 

criminalize the laundering of money from drug trafficking. 
● Promote a regional approach to addressing problems, develop and maintain strategic 

relationships with other organizations 
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● Authorize the cooperation and exchange of information among administrative, 
regulatory, law enforcement and other authorities, both domestically and internationally, 
and consider the establishment of a financial intelligence unit to collect, analyze and 
disseminate information and promote international cooperation 

● For prevention, investigation, and the prosecution of offenders. Cooperation takes the 
form of extradition, mutual legal assistance, transfer of sentenced persons and criminal 
proceedings, and law enforcement cooperation. 

● To curb terror financing: Deny all forms of support for terrorist groups, cooperate with 
other countries in criminal investigations and share information about planned terrorist 
acts. 

 

Border Area Issues 
"To be called a sovereign nation, a nation has to be able to control its own borders. It is 
controlling your own destiny in a way, and we don't control our own borders."—Tom Tancredo 

The Border Area Development Programme was initiated in the year 1986–87, to strengthen 
India’s security by ensuring developed and secure borders. Initially, the programme was 
implemented in the western Border States to facilitate deployment of the Border Security Force. 
Later, the geographical and functional scope of the programme was widened to include eastern 
and northern sectors of India’s borders and as well as socio-economic aspects such as education, 
health, agriculture and other allied sectors. But, it is difficult to say that the implementation has 
been uniform in all the sectors. 

The evolution of boundaries in the Indian subcontinent has a long historical legacy, which often 
has been a source of tension and conflict between neighbours. Before 1947, the Indian 
subcontinent was a single geographical unit comprising present day India, Pakistan, Nepal, 
Myanmar, Bangladesh and Sri Lanka, and marked by political, social and economic unity. 
People and goods were free to move anywhere in the subcontinent unhindered by barriers. 
However, political and administrative compulsions led to the division of the subcontinent and the 
eventual break-up of its social and economic unity as well. Boundaries hastily drawn to give 
shape to the new political entities did not follow any distinct physical feature.  

These superimposed lines cut across ethnic, social and economic communities, severing social 
and economic ties among the people straddling these new borders. Consequently, people of the 
same village often found themselves citizens of two different countries separated by a line. Their 
livelihoods were severely threatened by the disruption of trade as barriers were erected in the 
way of the smooth flow of cargo and passengers. 

Examples 

© IAS.NETWORK GS, Anthro, History, Geography, PSIR, PubAd, Sociology, Essay 
Evaluation Available, CSE 2021,22 Mentorship Available, Contact : 9779726117 

14 



© IAS.NETWORK 

● At present, Bangladesh allows transit facilities to India’s north-eastern states by 
waterways for cargoes and roadways for passengers. For transit through waterways, India 
and Bangladesh had signed the Protocol on Inland Water Transit and Trade (PIWTT). 

● Actual Ground Position Line (AGPL), which divides the current position of Indian and 
Pakistani troops in the Siachen region. It is 110 km long and extends from NJ 9842 to 
Indira Col in the north. 

● Face-off between Indian Army and China’s People’s Liberation Army (PLA) in the 
Doklam plateau, a disputed area of 89 sq km in western Bhutan, near East Sikkim. The 
crisis occurred on 8 June 2017, when PLA troops crossed over to the Bhutanese territory 
with road construction machinery, with the aim of building a motorable road connecting 
Chumbi Valley and the Doklam Plateau. 

● Border Area Development Programme (BADP) was initiated as early as 1987 along the 
India-Pakistan border to ‘meet the special development needs of the people living in 
remote and inaccessible areas situated near the international border’. 

● The construction of the border fence by Myanmar has led to resentment among the 
people on both sides of the Indo-Myanmar border. The affected people mainly are 
Konyak, Khiamniungan and Yimchunger Nagas who inhabit the areas of Eastern 
Nagaland in India and the Naga Self Administered Zone (NSAZ) in Myanmar. 

● India and Bangladesh jointly inaugurated Asia's largest Integrated Check-Post (ICP) at 
Petrapole, 95 km from Kolkata, in North 24-Parganas district of West Bengal. This is 
regarded as a landmark development towards strengthening bilateral trade as well as the 
border management process. 

Issues 

·         Indian Bangladesh border 

o   Illegal Immigration – There were both push and pull factors working on this 
border. Under development, religious persecution, environmental concerns 
etc. pushed Bangladeshis into India, while India’s huge economy and 
accommodative society pulled immigrants. 

o   Cattle and other Smuggling – It's a big unique problem with this border. It is 
said that if India restricts this supply then it can starve Bangladeshis of food. 
Cattle from as far as Haryana, UP, Bihar is taken to borders for grazing and 
then smuggled to Bangladesh. Bangladesh also imposes custom duty on these 
imports. 

o   In case of Bangladesh, of the 3326 kilometer border only 501 kilometers is left 
without a fence of which 130 kilometers is land where barbed wire fencing is 
going on and the rest of the portion is covered with rivers and water bodies. 

o   Threat from Bangladesh assumes serious dimensions since it became a base 
for northeast insurgent groups like ULFA and Naga factions. 
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·         India Pakistan Border 

o   This is spread across extreme climatic conditions given that the boundary runs 
from the hot Thar Desert in Rajasthan to the cold Himalayas in Jammu and 
Kashmir. 

o   Pakistan’s policy of cross border terrorism, along with its intense hostile 
anti-India propaganda designed to mislead and sway the loyalties of border 
population. 

o   The intensification of cross border terrorism, targeted to destabilize India, has 
thrown up new challenges for our border management policy. 

o   The J&K cauldron is expected to continue. 

o   Vigorous efforts are on to revive militancy in Punjab. 

o   Illegal infiltration and smuggling of arms and explosives, narcotics and 
counterfeit currency are pressing problems. 

o   The guarding of the coastal and creek areas of Gujarat pose extreme 
challenges due to the hostile terrain, inhospitable climatic conditions, 
hazardous nature of the sea and creek areas on this side of the border. 

·         India China Border 

o   China appears to have become increasingly aggressive as it has steadily risen 
in power and as the influence of the West has progressively declined. 

o   China’s defence cooperation and its support to Pakistan for missile technology 
are perceived in India to be threatening. 

o   The attempt by the People’s Liberation Army (PLA) to escalate tension in the 
tri junction of the India-China Middle Sector of the boundary at Doklam is a 
new development. 

o   Bhutan’s north-western region is close to Chumbi Valley and to the Tibetan 
region bordering the Indian state of Sikkim. A settlement between China and 
Bhutan in this area will have an obvious impact on Indian security. 

o   If Siliguri corridor is blocked, the whole northeast will be cutoff from India 
and that is a major concern and a security threat. 

·         India Myanmar Boundary 
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o   Free movement across the Indo-Myanmar border has been the practice from 
times immemorial due to the ethnic and cultural similarity in the areas 
adjoining the border. 

o   Illegal trade activities in a variety of contraband items flourish at Moreh on the 
Indo-Myanmar border. 

·         India Nepal Border 

o   The dynamic nature of the problems concerning management of borders is 
brought out by the manner in which the sensitivity of India-Nepal border has 
changed over a period of time. 

o   This border, which has been an open one, was once peaceful and trouble-free. 

o   However, with the increasing activities of Pakistan’s Inter-Services 
Intelligence (ISI) in Nepal, the nature of the border has changed completely. 

·         India Bhutan Border 

o   The border areas on both sides of the Indo-Bhutan border do not have basic 
infrastructure such as communications, roads, health, education, drinking 
water facilities etc. 

o   These areas are often used as sanctuaries by the insurgent groups of the North 
East particularly the United Liberation Front of Assam (ULFA) and the 
National Democratic Front of Bodoland (NDFB). 

o   Settlements of Bangladeshis are coming up along either side of the Indo- 
Bhutan border. 

o   Many of them are reportedly seeking jobs and employment in the Bhutanese 
territory, in the garb of Indian citizens. This is another reason to closely 
monitor the Indo-Bhutan border. 

OVERALL ISSUES: 

 
● Border-guarding forces are often short on resources and ill-equipped for modern border 

management and mastery. 
● Intelligence gathering is imperfect, as are intelligence sharing and intelligence 

coordination—this situation needs to be changed. 
● Highly porous and contested border India shares with its western neighbour, Pakistan. 

The history of mistrust and constant border skirmishes along the line of actual control 
makes India highly susceptible to cross-border terrorism, which in turn poses a grave 
threat to the country’s internal security. 
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● Despite several such wars and conflicts, Indian borders continue to be guarded by 
military and police forces that report to different ministries in the Centre, making the 
border management task arduous and leading to duplication of efforts by the security 
forces. 

● Uncertainty in borders not only raises bilateral tensions but also facilitates cross-border 
infiltration, illegal migration, smuggling and crime. Illegal migration has emerged as one 
of the major national security challenges 

Challenges 

● Mass immigrations into India. 
● Augmented cross-border terrorism. 
● Penetration and ex-filtration of armed militants. 
● Emergence of non-state actors. 
● Link between narcotics and arms smugglers. 
● Unlawful migrations. 
● Left-wing radicalism. 
● Separatist movements aided and abetted by external powers. 
● Establishment of madrasas, which could result in security hazards. 
● Smugglers, drug-traffickers are often in association with local offenders, lower rung 

political leaders and police officials. 

Suggestions 

● To avert illegal immigration and other anti-national actions from across the border, 
Government of India has sanctioned erection of fencing/roads. 

● The CIBMS is touted as a more robust and integrated system that is capable of addressing 
the gaps in the present system of border security by seamlessly integrating human 
resources, weapons, and high-tech surveillance equipment. 

● Technical solutions are necessary to augment and complement the traditional methods of 
border guarding. 

● They not only enhance the surveillance and detection capabilities of the border guarding 
forces but also improve the impact of the border guarding personnel against infiltration 
and trans-border crimes. 

● Instead of high-cost and innovative technological solutions that require extensive 
technical expertise, a judicious mix of properly trained manpower and affordable and 
tested technology is likely to yield better results. 

● Another method employed by the government to regulate the borders is the preparation of 
a national register and issuance of Multi-purpose National Identity Cards (MNICs). This 
would help to prevent illegal migration and facilitate the detection of those already 
staying in India. 

● As a solution to tackle these issues, the government initiated the Border Area 
Development Program (BADP) in 1987, in order to facilitate the provision of the required 
socioeconomic infrastructure and adequate security, and to eliminate a sense of alienation 
among the population living at the border. 
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● Fingerprints are the oldest and most widely adopted biometric technology used in smart 
identity management. As a result, this is the most mature of all biometric technologies. 

● A smart inspection system uses a smart identity management system that ensures that 
only legitimate people are allowed to engage in cross-border management. 

● Critical infrastructure refers to observation towers, bunkers, Border Flood Lights, and 
BOPs, among others. There is a need to standardise the design and structure of this kind 
of defence infrastructure, since the BSF personnel are guarding the border in places 
where even basic infrastructure is not available. 

● To bring uniformity and cohesiveness in border guarding by assigning the responsibility 
of border security to a single force. principle of “one border one force” for better 
accountability. 

● The group also pointed out the neglect of maritime borders and island territories and 
made recommendations to strengthen the coast guard and police 

● Manpower must be trained beforehand and prompt service backup of equipment should 
be in place and their deployment must be effective so that quick reaction can be ensured 
on this observation system. 

● It is important to upgrade the present inventory of equipment and accessories in 
conjunction with the new project so that they are also utilised optimally. 

● Efforts should be made to utilise the knowledge available with the private sector in the 
context of electronic and surveillance equipment and maintenance and updating of data 
such as biometric details. 

● Giving the BSF investigative powers for specific border crimes will help in improving 
prosecution of border crimes and prevention of crimes therewith. 

 

NORTH EAST REGION ISSUES 
North East India is the region situated in the eastern-most part of India comprising the eight 
states of Arunachal Pradesh, Assam, Manipur, Meghalaya, Mizoram, Nagaland, Tripura and 
Sikkim. It is linked with Indian heartland through the 21 km. wide Siliguri Corridor, which is 
commonly known as the chicken neck, created by the Radcliffe line.  

The corridor is flanked by Bhutan, Bangladesh and Nepal. The Northeast borders on four 
countries, namely, China and Bhutan on its North; Myanmar on its East; and Bangladesh on its 
South and West. It has an area of 2.6 lakh sq. km. (7.6% of India’s land area) while its 
population is 39 million plus (3.6% of India’s population). It has 475 ethnic groups and 400 
languages/ dialects are spoken here. 

Examples 

● Nagaland, Being a part of the larger state of Assam, it was the first to experience 
militancy in pursuit of a grant of autonomy. Under the leadership of the Naga National 
Council (N.N.C.), headed by A.Z. Phizo, Nagas declared independence around 1951. 
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● The Mizo National Front (M.N.F.), led by the legendary leader Laldenga, demanded 
independence for Mizoram in 1966. 

● A movement that started demanding the deportation of the illegal migrants also witnessed 
the birth of the militant outfit the United Liberation Front of Assam (U.L.F.A.) in 1979. 

● The other groups that formed are Bodo Liberation Tigers, National Democratic Front of 
Bodoland (N.D.F.B.), the United People’s Democratic Solidarity (U.P.D.S.). 

● United National Liberation Front formed in 1964, with an objective of ending the 
discrimination against Manipur, which was accorded statehood only in 1972 nearly 23 
years after its merger. 

● The rise of aspirations of tribal autonomy led to the emergence of several insurgent 
groups in the state, like Garo National Liberation Army (GNLA ) and Hynniewtrep 
National Liberation Council (HNLC). 

● The only case of indigenous insurgency movement in Arunachal Pradesh was the rise of 
the Arunachal Dragon Force (ADF), which was rechristened as East India Liberation 
Front (EALF) in 2001. 

Issues 

● In the oil-rich Assam, militants have periodically targeted oil and gas pipelines for 
sabotage, alleging that India is exploiting the natural resources of the state. 

● National projects such as the extension of the rail lines have either been stalled or have 
moved with a tardy pace after militants attacked the construction sites and abducted 
workers. 

● Militancy has also stalled the prospect of linking the economy of the northeast with the 
neighbouring Southeast Asian countries. 

● Tourism, which could have flourished in the scenic northeast, has suffered a lot due to 
instability in the region. 

● The education sector too has been affected by militancy. A number of schools in states 
like Tripura’s interior areas have been shut as teachers avoid the areas due to fear of 
militant strikes. 

● Extortion by the militant groups on the national highways that connect the different states 
with mainland India has shot up the prices of essential commodities. 

● The political nexus has helped them carry out their illicit works. In return, run extortion 
rackets and all types of other illegal trades and get right to operate within limits with 
impunity. 

● While the government’s military options have achieved only minimal results, lack of 
development continues to alienate the people of the region further from the mainstream. 

● The region has also received little attention from either the national or the international 
media. Achievements by a separate ministry created by the Indian government for the 
development of the region remain minimal. 

● Hostile neighbours like China extending moral and material support to the insurgent 
groups. 

● Poverty, Unemployment, inadequate health care, the feeling of neglect have also 
contributed to insurgencies. 
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● The data and information on the region is not sufficiently analyzed and communicated 
between the region and the Centre, contributing to further misinformation, 
mismanagement and alienation. 

● Conflict in the region has been an all pervasive phenomena, and in its violent form, it has 
not only affected the territorial and political sovereignty of the Indian state, but also the 
life of the various people living in the region in incomprehensible and inexplicable terms. 

● The Indian government’s past and ongoing processes of national integration, 
state-building and democratic consolidation have further aggravated the conflict scenario 
in the region.  

● The AFSPA (Armed Forces Special Power Act) for instance, shows the inability and 
reluctance of the government to solve the conflict with adequate political measures 

● The region’s diverse natural resources, rich biodiversity and enormous hydro-electricity 
potential, among others, could also help to overcome the widespread feeling of 
backwardness among the inhabitants of the Northeast.  

● There is also increasing argument made that the impact of increased introduction of 
market imperatives in the traditional society of the region would have an irreversible 
impact on the people’s culture and life and it would also lead to increased settlement of 
mainland people to the northeast. 

Suggestions 

● Enhance communication and connectivity, infrastructure improvement for better 
integration of the region with the mainland. 

● Stringent law and fast criminal justice system for quick disposal of insurgents attack 
cases. 

● Greater coordination between central forces and state forces for better tactical response. 
● Greater cultural interaction with the rest of the country and socio-economic development 

that includes a holistic inclusive development. 
● Decentralization with alertness, Improving administrative efficiency, pro-people 

governance and coping up with regional aspirations. 
● A system of work permit should be issued so that the illegal Bangladeshi migrants do not 

end up as Indian citizens. 
● The Autonomous District Councils should be empowered. 
● The Ministry of the Development of the North East region (DoNER) was merged with 

the North East Council (NEC) for better strategic planning and coordination of various 
developmental projects in the region. 

● Pragmatic land use policy should be formulated for attracting industries in the region. 
Micro, small and medium enterprises should be encouraged. 

● Local tourism should be promoted. Tourists residing in the eight North Eastern states 
should be encouraged to travel within the region. 

● Greater awareness about the Look East Policy and its benefits to the North East should be 
generated among the policymakers and the intelligentsia of the region. 

● Special economic zones along India-Bangladesh border, especially in Meghalaya and 
Assam should be set up. 
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● Matching infrastructure and military capability should be built to ensure peace and enable 
negotiations from a position of strength.  

● Facilitating intermediation between the various stakeholders involved in the diverse 
conflict constellations in the region, be it the public, civil society activists, state 
representatives, journalists, academicians and researchers; and contributing to the 
promotion of integration and socialisation into a democratic political culture through 
dialogue and civic education 

● Thorough background check of all insurgents groups should be carried out before the 
central government enters into any Ceasefire or Suspension of Operations Agreements 
with the insurgents. 

● A system of work permit should be issued so that the illegal Bangladeshi migrants do not 
end up as Indian citizens. 

● Governance should be improved in a step by step manner. Strict supervision by senior 
officials should be initiated to improve the delivery system of the government. 

ORGANIZED CRIME 
  

Organised crime is defined as “those involved, normally working with others, in continuing 
serious criminal activities for substantial profit, elsewhere”. Organised criminals that work 
together for the duration of a particular criminal activity or activities are what we call an 
organised crime group.  

The core organized crime activity is the supply of illegal goods and services to countless 
numbers of citizen customers. It is also deeply involved in legitimate business and in labour 
unions. It employs illegitimate methods-monopolization, terrorism, extortion and tax-evasion to 
drive out or control lawful ownership and leadership, and to extract illegal profits from the 
public. Organized crime also corrupts public officials to avert governmental interference and is 
becoming increasingly sophisticated.  

In India, in addition to its traditional spheres of activities which included extortion, seeking 
protection money, contract killing, boot-legging, gambling, prostitution and smuggling, now 
added is drug trafficking, illicit arms trading, money laundering, transporting illegitimate 
activities based essentially on its readiness to use brute force and violence. By corrupting public 
officials and thereby monopolizing or near monopolizing, organized crime aims to secure for 
itself power. Later, the money and power it begets are used to infiltrate legitimate business and 
several other related activities. 

Types of Organised Crime 

• Drug Abuse and Drug Trafficking - It is perhaps the most serious organised crime 
affecting the country and is truly transnational in character. India is geographically situated 
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between the countries of Golden Triangle and Golden Crescent and is a transit point for 
narcotic drugs produced in these regions to the West. 

• Smuggling - which consists of clandestine operations leading to unrecorded trade, is another 
major economic offence. The volume of smuggling depends on the nature of fiscal policies 
pursued by the Government. The nature of smuggled items and the quantum thereof is also 
determined by the prevailing fiscal policies. 

• Money Laundering & Hawala - Money laundering means conversion of illegal and 
ill-gotten money into seemingly legal money so that it can be integrated into the legitimate 
economy. Proceeds of drug related crimes are an important source of money laundering 
world over. Besides, tax evasion and violation of exchange regulations play an important role 
in merging this ill-gotten money with tax evaded income so as to obscure its origin. 

• Contract Killings - The offence of murder is punishable under section 302 IPC by life 
imprisonment or death sentence. Conviction rate in murder cases is about 38%. The chance 
of detection in contract killings is quite low. The method adopted in contract killings is by 
engaging a professional gang for a monetary consideration. 

• Kidnapping for Ransom – It is a highly organised crime in urban conglomerates. There are 
several local as well as inter-State gangs involved in it as the financial rewards are immense 
vis-a-vis the labour and risk involved. 

• Illegal Immigration - A large number of Indians are working abroad, particularly in the Gulf 
region. Young people want to move to foreign countries for lucrative jobs. Large scale 
migration is fostered by the high rate of unemployment in the country and higher wage levels 
in foreign lands. As it is not easy for the aspirants to obtain valid travel documents and jobs 
abroad, they fall into the trap of unscrupulous travel agents and employment agencies. 

• Prostitution - Trading in sex and girl-running is a very profitable business in which the 
underworld plays an important part. Flesh trade has been flourishing in India in various 
places and in different forms. The underworld is closely connected with brothels and call girl 
rackets, making plenty of money through this activity.  

Issues 

● India does not have a special law to control/suppress organised crime. Being a continuing 
conspiracy, the incidents of organised crime are dealt with under the general conspiracy 
law and relevant special Acts. 

● As organised criminal groups are structured in a hierarchical manner, the higher echelons 
of leadership are insulated from law enforcement. It may be possible to have the actual 
perpetrators of crime convicted, but it is difficult to go beyond them in the hierarchy 
because of rules of evidence, particularly, non-admissibility of confessions made by 
criminals before the police. 

● In our Constitutional frame-work, the police are the State’s subject. Investigation of 
cases, their prosecution and the setting up of the criminal courts is the responsibility of 
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the State Government concerned. Most of the States face a resources crunch and are not 
in the position to spare adequate resources for the criminal justice system agencies. 

● India does not have a national level agency to coordinate the efforts of the State/city 
police organisations as well as central enforcement agencies, for combating organised 
crime. 

● There has been a rapid spread and growth of criminal gangs, armed Senas, drug mafias, 
smuggling gangs, drug peddlers and economic lobbyists in the country which have, over 
the years, developed an extensive network of contacts with the bureaucrats, government 
functionaries, politicians, media persons and democratically elected individuals at the 
local level. 

● The crime syndicates do not respect national boundaries. Certain crimes, particularly 
drug trafficking, are planned in one part of the world and executed in another. Criminals 
also move fast from one part of the globe to another. 

Suggestions 

● The responses to tackle these issues have been confrontational; what is needed is rather a 
collaborative approach between the private and public sectors. In order to combat the 
impact of transnational organized crime, meaningful cooperation between the public and 
private sectors is necessary; however, few successful examples of this exist. 

● The importance of looking upstream, avoiding what has long been termed "victim 
blaming" in which existing law enforcement measures often criminalise the victims, such 
as those who have been trafficked, or vulnerable people who have developed addictions.  

● A strong presence of high-level political interference, strong private sector governance 
and regulation, an effective judicial system, and an independent and honest judiciary all 
deter corrupt behaviour and weaken criminal networks. 

● Cooperation of International organisations, governments and civil society  is needed to 
curb the crimes with no borders 

● A national level agency is needed to coordinate with the state agencies as well as central 
enforcement agencies to combat organised crime in real time and space. 

● More funds and grants need to be allocated to the state governments by the Center to 
address the crunch in criminal justice systems while dealing with such high-profile 
crimes.  

● Modern organized crime constitutes a global challenge that must be met with a concerted, 
global response. 

● Interpol should be made more robust, and Indian police system  
● The police department has to be given a free hand to deal effectively with troublemakers. 
● Most importantly no politician should give patronage to the criminals in lieu of money or 

power. 
● Most of the crimes are communicated through wires or internet; thus, the cybersecurity 

needs to be strict and under continuous surveillance.  
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● The government should introduce hi-tech software and machineries in order to keep a 
track on the high alert areas. 

LINKAGES OF ORGANIZED CRIME AND TERRORISM 

Crime and terrorism can potentially have a very close linkage. While there may or may not                
always be a linkage between the two, however, both international case studies and those in India                
do point towards it. If we look at some of the regions in the country affected by terrorism, this                   
linkage becomes apparent.  

The crime that is carried out in an organized manner by an organization is called organized 
crime. In this, the organization has a sufficiently trained workforce. Terrorist groups, whether 
indigenous or sponsored by outside states, need arms and money for their fight against the 
security forces. Organized crime conglomerates need a clientele and couriers who can smuggle 
drugs, arms and human beings across the countries and regions. 

 There are three levels of interplay between organized crime and terrorist groups: 
COEXISTENCE, COOPERATION and CONVERGENCE. 

 
● When criminal groups work together, cooperation can take various forms, from a purely 

financial or transactional nature to an operational and organizational arrangement.  
● Moreover, these groups often cooperate for mutual assistance with Intangible Technology 

Transfers (ITT), defined as the export or transfer of technology from one entity to another 
entity via non-physical means (such as the Internet).  

● In the case of organized crime and terrorism, this might include technical know-how, 
intellectual property, and manufacturing techniques for building anything from bombs to 
drones. 

Examples 

● In the Northeast, extortion is the fundamental basis for funding all forms of terrorism. In 
addition to this, kidnapping has been used extensively for spreading terror and raising 
funds. 

● Human trafficking, drug trafficking and gun running are some of the other criminal 
activities that have been common in these areas. 

● In J&K, counterfeit currency has been a major source of funding terrorism.  Money 
laundering plays a significant role. Hawala (money laundering) transactions take place 
swiftly and effectively in Kashmir. 

● It is also believed that the ISI uses drug money to fund militant activities in Kashmir. 
● In the Maoist terror movements, extortion is yet again a common phenomenon. They 

have also indulged in robberies of banks to fund their movement. 
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● The Indian Mujahideen has also resorted to crime to raise funds. This includes robberies, 
kidnappings, etc. 

LINKAGES: 
 

● Terrorist groups, whether indigenous or sponsored by outside states, need arms and 
money for their fight against the security forces. Organized crime conglomerates need a 
clientele and couriers who can smuggle drugs, arms and human beings across the 
countries and regions. 

● In India’s northeast, almost all the militant groups run a parallel government or have their 
areas of influence and are involved in collecting money directly from the people. Much 
of the government funds reach the militants indirectly due to misgovernance. 

● For maintaining their reputations, both to instil fear in the general public and to attract 
new recruits. This renders cyberspace all the more relevant for criminal groups, as a 
conduit for recruitment and propaganda, in addition to crimes such as money-laundering.  

● Essential commodities like rice and kerosene reach the militant groups directly which are 
then sold to the public at much higher prices. 

● Terrorist organizations in India, especially in the northeast, mobilize funds by becoming 
couriers of illegal drugs and arms and at times even human beings from one point to 
another within the country.  

● Militants from across the border are paid with counterfeit money. Extortion and illicit 
taxation are used to finance operations. 

Issues 

● Presence of differences between different classes in India. These differences are 
economic, social, regional, ethnic, caste, communal. Criminals try to capitalize on 
differences which are dangerous from the point of view of internal security. 

● Ethnic struggles and separatist movements are going on in many areas and the association 
of these movements with criminal organizations is also an important problem. 

● India has a large number of educated unemployed who can be trained and qualified for 
organized crime. These youth work on social basis for this. 

● Tension in India's relations with neighbouring countries, hence providing financial 
assistance and training and arms to criminal organizations by various neighbours. 

● Being a developing country, India has limited economic resources to spend on internal 
security, while criminal organizations have the possibility of developing cooperation 
between organized criminals and politicians due to the problem of availability of 
adequate finance. 

● Due to most corruption in political-administrative life, there is also a possibility of 
developing alliances between criminal organizations and political parties across the 
border. 

● The location between the 'Golden Triangle' and the 'Golden Crescent' of India while it 
serves as a financial source for organized crimes. 

● Expanding the network of organized crime. 
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● Terrorist groups and alliances in organized crime. 
● Reasons for sending money to various areas for criminal activities by criminal 

organizations. 
● Increase in storage of illegal money due to increasing corruption Increase in storage of 

illegal money due to increasing corruption. 
● Globalization intensified this process. It expanded widely with MNCs and various banks, 

stock markets etc. 
● Organized crime involves many activities, its linkages with terrorism stem from illegal 

trafficking of drugs, arms and human beings and money laundering.  
● Government officials in conflict zones are either threatened or bribed to award contracts 

to individuals patronized by the militant groups. 
● Extortion, kidnap, contracts and black marketing still fall short of financing the nefarious 

activities of the militants. This is where transnational drugs and arms syndicates come 
into play.  

● Spread of counterfeit currency. Terrorists are the main couriers of Indian counterfeit 
currency inside Kashmir, which then spreads all over India.  

Suggestions 

● Implementing ARC recommendations on organized crime, defining organized crime, 
enacting stricter laws against it. 

● Unemployment should be reduced by giving priority to job creation and skill 
development. 

● There should be a sincere effort to remove all differences in national life and put them on 
the priority list. 

● Combating Corruption. 
● Diplomatic efforts: To improve relations with neighbours and to see differences from the 

point of view of reality rather than emotionally. 
● Effectively implement UNCC (UN-Convention on corruption). This treaty is also under 

the jurisdiction of the UNODC. Therefore, the alliance of organized crime and corruption 
will also be broken. 

● It is necessary that a global solution to this global problem should be done by forgetting 
mutual differences. 

● Targeted programmes to prevent the radicalization of prisoners, as well as those paying 
increased attention to petty criminals, and not just to known organized criminal groups.  

● Formulation of strong and comprehensive crime prevention strategies involving families, 
schools and other civil society circles, within the larger goal of targeting the initial 
facilitating and conducive factors. 

● Firearms trafficking participants stressed the need for more hard evidence and completed 
court cases in areas such as drug trafficking and smuggling of migrants, where 
cooperation remains mostly anecdotal or limited to the intelligence communities. 

● Cyberspace, however, is also simultaneously a formidable tool for law enforcement 
agencies and researchers, for the collection of information, and the investigation and 
monitoring of criminal activities in a wide range of fields. 
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● The multidimensional aspect of interplay between organized crime and terrorism, experts 
stressed the need for improved knowledge sharing and cooperation on all levels, 
especially internationally. 

●  Loopholes in existing legal documents, explaining the urgent need for comprehensive 
regulations, particularly in light of the new challenges posed by the cyber dimension of 
international organized crime and terrorism. Effective law enforcement and responses 
that are compliant with the rule of law were deemed to be of utmost importance. 

 

 

COMMUNALISM 
     Communalism, in a broad sense, means a strong attachment to one’s own community. In 

popular discourse in India, it is understood as an unhealthy attachment to one’s own religion. 
It’s an ideology that, in orders to unify the community, suppresses distinctions within the 
community and emphasizes the essential unity of the community against other communities. 
Communalism is referred to in the western world as a “theory or system of government in 
which virtually autonomous local communities are loosely in federation”.  

Communalism is a political philosophy, which proposes that market and money be abolished and 
that land and enterprises be placed in the custody of community. But in the Indian 
sub-continent context, communalism has come to be associated with tensions and clashes 
between different religious communities in various regions. 

     Communalism in South Asia is used to denote the differences between the various religious 
groups and differences among the people of different communities. And generally it is used 
to catalyse communal violence between those groups. 

Examples 

● The partition of India witnessed mass bloodshed and violence that continued up to 1949 
● In the 1960s – A series of riots broke out particularly in the eastern part of India - 

Rourkela, Jamshedpur and Ranchi - in 1964, 1965 and 1967, in places where Hindu 
refugees from the then East Pakistan were being settled. 

● The communal violence touched its apogee in December 1992 when the Babri Masjid 
was demolished by right wing parties.  

● In 2002, Gujarat witnessed communal riots when violence was triggered by burning of a 
train in Godhra. 

● In September, 2013, Uttar Pradesh witnessed the worst violence in recent history with 
clashes between the Hindu and Muslim communities in Muzaffarnagar district. 

● Since 2015, mob lynching is quite prevalent in India as near 90 people have been killed. 

Issues 
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● The unfair means that are adopted in a state of communalism, neglecting the interests of 
society, instigation on the basis of religious sentiments is the main among them, which 
can be observed clearly in communal violence that occurred during the last 57 years in 
India. 

● Due to the communal outbursts the occupational activities were affected, and that would 
be considered as national loss, it is unfortunate that wealth and property, lost in riots, was 
burnt without any aim in a country like India in which crores of people are under the 
poverty line.  

● In India, since the year 1947 up to the year 2002, the amount of property that has been 
lost in communal riots, with that, if not more, at least 2 crores and fifty lacs people could 
easily be given employment; the problem of housing and education of the same number 
of people could be solved. 

● Electoral politics in India has become more expensive and competitive. Different political 
parties are not hesitating to use any means, fair or foul, for electoral victory. They even 
create communal tensions and try to take political advantage out of it. Concessions are 
granted to various minority groups for appeasing them. 

● Communalism is often defined as a political doctrine that makes use of religious and 
cultural differences in achieving political gains. 

● Uneven development, class divisions, poverty and unemployment aggravates insecurity 
in the common men which make them vulnerable to political manipulation. 

● Probability of recurrence of communal riots in a town where communal riots have 
already taken place once or twice is stronger than in a town when such riots have never 
occurred. 

● Prompted by political considerations, and guided by their vested interests, political 
parties take decisions which promote communal violence. 

● The failure to adopt scientific and technological education and thus, insufficient 
representation in the public service, industry and trade etc has led to the feeling of 
relative deprivation among Muslims. 

● The resurgence of Hindu-Muslim economic competition, especially among the lower and 
middle class strata has fuelled the communal ideology. 

● A weak law and order is one of the causes of communal violence. 
● The lack of interpersonal trust and mutual understanding between two communities often 

result in perception of threat, harassment, fear and danger in one community against the 
members of the other community , which in turn leads to fight, hatred and anger phobia. 

● It is often accused of sensationalism and disseminates rumours as "news" which 
sometimes resulted into further tension and riots between two rival religious groups. 

● Social media has also emerged as a powerful medium to spread messages relating to 
communal tension or riot in any part of the country. 

Suggestions 

● There is a need to reform the present criminal justice system, speedy trials and adequate 
compensation to the victims, may act as a deterrent. 
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● Increase in representation of minority communities and weaker sections in all wings of 
law-enforcement, training of forces in human rights, especially in the use of firearms in 
accordance with UN code of conduct. 

● Codified guidelines for the administration, specialised training for the police force to 
handle communal riots and setting up special investigating and prosecuting agencies can 
help in damping major communal disgruntlement. 

● Emphasis on value-oriented education with focus on the values of peace, non-violence, 
compassion, secularism and humanism as well as developing scientific temper (enshrined 
as a fundamental duty) and rationalism as core values in children both in schools and 
colleges/universities can prove vital in preventing communal feelings. 

● Governments can adopt models followed by countries like Malaysia that have developed 
early-warning indicators to prevent racial clashes. 

● The Malaysian Ethnic Relations Monitoring System (known by its acronym Mesra) 
makes use of a quality of life index (included criteria such as housing, health, income and 
education) and a perception index to gauge people’s needs and feelings about race 
relations in their area. 

● Also the Hong Kong model of combating communalism by setting up a “Race Relation 
Unit” to promote racial harmony and facilitate integration of ethnic minorities can be 
emulated by India. 

● RRU has established a hotline for complaints and inquiries on racial discrimination. 
Meanwhile, to create awareness about communal harmony, RRU talks to schools on 
culture of ethnic minorities and concept of racial discrimination. 

● Government can encourage and support civil society and NGOs to run projects that help 
create communal awareness, build stronger community relations and cultivate values of 
communal harmony in the next generation. 

● There is a need for minority welfare schemes to be launched and implemented efficiently 
by administration to address the challenges and various forms of discrimination faced by 
them in jobs, housing and daily life. 

● A proactive approach by National Foundation for Communal Harmony (NFCH), the 
body responsible for promoting communal harmony is needed. 

● NFCH provides assistance for the physical and psychological rehabilitation of the child 
victims of communal, caste, ethnic or terrorist violence, besides promoting communal 
harmony, fraternity and national integration.  

● At all three levels-individual, community and government – something in a concrete 
manner is done stage by stage, the country would be free of communalism. 

● More than eighty crores Hindus cannot dream of a truly progressive India advancing on 
the path of peace without the cooperation of Muslims and other communities. It is only 
possible when all from majority and minority communities walk hand in hand. 

● There is a great need to work towards eradicating the problem of unemployment among 
the youths, illiteracy and poverty and that too with honesty and without any 
discrimination. 

● Policies like appeasement, fun and frolic with the sentiments of people for individual and 
party interests, and selection of candidates on the basis of religious community or sect by 
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keeping aside the qualifications, one, certainly, does the things against national interest or 
nationalism; are reflections of lower national thinking. 

● Each and every religious community has been founded on the basis of certain values that 
were best and necessary for the circumstances of the country and times. Goodness like 
adjustment with others, or co-operation, or consistency can be found in their teachings.  
 

LEFT WING EXTREMISM 
Spread to 17 states in India, including Assam, Bihar, Chhattisgarh, Jharkhand, Madhya Pradesh, 
Maharashtra, Orissa, Uttar Pradesh, and West Bengal to name the few main one. LWE 
organizations are the groups that try to bring change through violent revolution. They are against 
democratic institutions and use violence to subvert the democratic processes at ground level. 
These groups prevent the developmental processes in the least developed regions of the country 
& try to misguide the people by keeping them ignorant of current happenings. 

The Naxal movement originated under the leadership of Charu Majumdar and Kanu Sanyal. 
Maoist doctrine professes a ‘Protracted People’s War’ which is a capture of State Power through 
a combination of an armed insurgency, mass mobilisation and strategic alliances. It considers 
industrial-rural divide fundamental to capitalist exploitation and hopes to overcome it by a 
violent mass struggle. 

Examples 

● Naxalbari, a village near Siliguri North West Bengal, became infamous in 1967 as it 
revived left wing extremism in India. 

● In late 1970’s Kanu Sanyal was released and in 1980 K. Seetharamaiah founded People’s 
War Group. Original CPI (ML) by this time has changed its name to Maoist Communist 
Center. 

● With established base areas in Dantewada and Bastar districts of Chhattisgarh, the 
movement has shown no signs of abating there. 

● 316 attacks were carried out on railways, telecom, transmission lines, mines, and steel 
plants between Jan 2006 and June 2009. 

● They have destroyed hundreds of mobile towers of BSNL, Airtel, Reliance in 
Dantewada, Bijapur, Sukma, Gaya, Aurangabad, Daltoganj, Raigad. All these districts 
are spread over states of Chhattisgarh, Bihar, Jharkhand and Odisha. 

● They have looted money from various banks and the amount goes up to the tune of many 
millions. 

● School children have been abducted and many schools and hostels have been blown 
apart. 

● Naxals illegally collect money from Government schemes like Sarva Shiksha Abhiyan, 
Mahatma Gandhi National Rural Employment Guarantee Act (MGNREGA) and the 
Public Distribution System (PDS) 
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 THREATS POSED: 

 
● The LWE outfit in India, aims to overthrow the existing democratic state structure with 

violence as their primary weapon, and mass mobilization and strategic united fronts as 
complementary components and plans to usher in So-called ‘New Democratic 
Revolution’ in India. 

● The Front Organisations also skilfully use state structures and legal processes to further 
the Maoist agenda and weaken the enforcement regime.  

● The important functions of these Organisations include recruitment of ‘professional 
revolutionaries’, raising funds for the insurgency, creating urban shelters for underground 
cadres, providing legal assistance to arrested cadres and mass- mobilisation by agitating 
over issues of relevance/ convenience.  

● Some sections of the society, especially the younger generation, have romantic illusions 
about the Maoists, arising out of an incomplete understanding of their ideology. The 
Maoist insurgency doctrine glorifies violence as the primary means to overwhelm the 
existing socio-economic and political structures. 

 

Issues 

● The chief reason behind the rise of the movement was the severe lack of development of 
these regions despite being mineral-rich. 

● They were largely tribal belts that were neglected by the government and also by the 
mainstream media. 

● There was gross ineffectiveness and mismanagement in the administrative machinery. 
Corruption was also rampant leading to misery for the people. 

● The alienation and social exclusion of large groups of people led to sections of them 
feeling a disconnect with the government of the day and also society at large. 

● The issue of Jal-Jangal-Jameen (water, forest, land) is at the centre of these revolts 
initially. Tribal people are routinely exploited for their mineral-rich land. There is illegal 
encroachment and the forest-dwellers are bereft of rights in their own land. 

● Inequality in rural India based on unequal distribution of land 
● Low literacy levels along with poverty & unemployment 
● In 2006, the Forest Rights Act was enacted. But the Forest Bureaucracy continued its 

hostility towards it. 
● Politically the tribals are very poorly represented in the democratic process 
● Mining contributed to misery of tribals – 40% of the total population displaced post 

independence due to development of mines. 

 Why still persistent even after govt measures: 
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● In areas under Maoist domination, the absence of governance becomes a self- fulfilling 
prophecy since the delivery systems are extinguished through killings and intimidation.  

● The objective of the CPI (Maoist) Party is the armed overthrow of the Indian State. They 
do not have any belief in parliamentary democracy. 

● Many areas in the fringes of the administration, where you had the weakness of the 
administration, is where the real basic growth of the Maoist movement has taken place. 
People are not posted in all these remote areas because of lack of development of 
infrastructure, schools, hospitals and so on and so forth.  

● Many areas in the fringes reflecting weakness of the administration, is where the real 
basic growth of the Maoist movement has taken place. People are not posted in all these 
remote areas because of lack of development of infrastructure, schools, hospitals and so 
on and so forth. 

●  Forest Conservation Act, has created problems because even the minor forest produce 
was the property of the government. The recent Forest Act  said that it is the property of 
the tribals.There are lakhs of cases by the forest guard against the tribals for collecting 
even minor forest produce. 

● The Power Plants supply power to urban areas but the villages surrounding the power 
plants are without power and therefore they did not get any benefit out of a power plant 
where they lost their land.  

● New draft Mining Act, hope to bring it before the Parliament shortly have provisions in 
the Mining Act that not only to compensate and rehabilitate but also put some portion of 
the profit into a separate fund and that would be again in perpetuity so long as that 
company is there. 

Suggestions 

● To deal with Left Wing Extremism in a holistic manner, such as in the areas of security, 
development, ensuring the rights and entitlements of local communities, improvement in 
governance and public perception management.  

● In dealing with this decades-old problem, high-level deliberations and interactions with 
the State Governments concerned that an integrated approach aimed at the relatively 
more affected areas would deliver results.  

● Though the number of incidents of LWE violence has come down in the recent past, 
continued efforts and focus are needed in eliminating such groups. 

● Innovative measures are required to be employed in preventing IED (Improvised 
Explosive Device) related incidents which have caused significant casualties in recent 
years. 

● States play a vital role in maintaining law and order. So, emphasis should be laid on the 
capacity-building and modernization of the local police forces. 

● States should rationalize their surrender policy in order to bring innocent individuals 
caught in the trap of LWE in the mainstream. 

● States also need to adopt a focused time-bound approach to completely eliminate LWE 
groups and ensure all-round development of the affected regions. 

● For the holistic last-mile development of “New India”, it is necessary to get rid of the 
menace of such radicalized groups. 
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● Undertaking technological solutions such as use of mini-UAVs or small drones to 
minimize loss of lives of security personnel. 

● Prisoners should be given considerate treatment and efficient rehabilitation. 
● Inclusive developmental programmes. 
● Police' and 'Public Order' being State subjects, action on maintenance of law and order, 

lies primarily in the domain of the State Governments. The Central Government closely 
monitors the situation and supplements and coordinates their efforts in several ways. 
These include providing the Central Armed Police Forces (CAPFs); sanction of India 
Reserve (IR) battalions, modernisation and upgradation of the State Police and their 
Intelligence apparatus; reimbursement of security related expenditure under the 
Security-related Expenditure (SRE) Scheme; providing helicopters for anti-LWE 
operations, assistance in training of State Police through the Ministry of Defence, sharing 
of Intelligence; facilitating inter-State coordination; assistance in community policing and 
civic action programmes etc. The underlying philosophy is to enhance the capacity of the 
State Governments to tackle the Maoist menace in a concerted manner. 

● To make a detailed analysis of the spread and trends in respect of Left Wing Extremist 
violence, taken up for special attention with regard to planning, implementation and 
monitoring various interventions.  

● There needs to be recognised by the civil society and the media to build pressure on the 
Left Wing Extremists to eschew violence, join the mainstream and recognise the fact that 
the socio-economic and political dynamics and aspirations of 21st Century. 
 

KASHMIR REGION ISSUES 
Kashmir region has experienced insurgency and separatist tendencies since India’s 
independence. Constant interference by Pakistan’s ISI, Communal conflict, dissatisfied youth, 
economic issues are some of major issues.  

Examples 

● Use of social media for false rumours to instigate youth to lead violent mobs 
● Stone pelting on security forces by radicalised and incited youth 
● Armed militants mixing with stone-pelting mobs and addressing rallies 
● Militants using cover of “agitating mobs” ring at security forces and lobbing grenades, 

provoking security forces to retaliate 
● Attacks/threats on government officers, political representatives and policemen 
● The challenge of radicalization of youth. 

Issues 

 
● The country has withstood the worst period of militancy in Kashmir, but, given the 

fraught situation that currently exists. 
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● Kashmiris are not sufficiently empowered; even a political representation at the Centre is 
missing. This leaves no space even for ordinary people to communicate with the 
leadership. 

● Jammu & Kashmir may have had a superficial image of a coherent geo-political identity, 
but the state was anything but homogeneous. The internal political contradiction within 
the state was well known but the constitutional hurdles of 370 had become an alibi for 
non-action. 

● Economically, too, a development pathway, for example, to revive the traditional trade 
routes of Kashmir could propel a change. Initiatives have to support Kashmir’s 
development aspirations and reduce vulnerability, especially tackling inequalities induced 
by decades of mismanagement and corruption. 

● Besides, none of the three regions are monolithic in their ethnic, religious, linguistic and 
political composition. There have been inter- and intra-regional tensions along multiple 
faults. 

● Mishandling of the Kashmir Issue by the successive Central governments of India – 
which includes frequent dismissal of State Assemblies. 

● The state governments of Kashmir failed to distribute the benefits of growth and 
development to every area of Kashmir. 

● The terrorist and military outfits in Pakistan have been distancing the youth of Kashmir 
from the democratic form of the Indian government. 

● The regular presence of the Indian Armed Force or CAPF in the Kashmir interiors, and 
the misuse of provisions like AFSPA. 

● Even while militancy was in decline and a free and fair electoral system in place since 
2002, the governance deficit remained large. Economic growth in the state almost 
consistently lagged behind the national growth figures.  

● Widespread unemployment and lack of new job avenues 
● Disintegration of traditional handicrafts 
● Poor industrial setup 
● Declining tourism due to terror attacks 
● Poor education and health system, allegations of penetration of radical Islam in the 

majorly Su Islam region, wounds of 1980’s insurgency and indoctrination of youth by 
radical leaders has further contributed to their despair. 

● Fear and mistrust are central to this conflict. Fear of people belonging to another religion 
having a different value system that threatens one’s own, as well as fear concerning the 
loss of control or the loss of power. 

● Pakistan incites the sentiments of Kahmiri people especially youth, carries on 
cross-border infiltration to spread the unrest and uses terrorism as a diplomatic tool to 
worsen the situation. 

 Suggestions 

● Integration should not be seen in a limited dimension of territory. India should be able to 
win the heart of the people of Kashmir. 
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● Kashmir was and still is an integral part of India. It has a plural and secular culture – just 
like the rest of India. 

● Urgent steps should be taken to bridge the gaps of trust deficit in the minds of Kashmiri 
youth. 

● All Kashmiris should get the due share in the growth story of India. 
● The government must revisit the Armed Forces Special Powers Act (AFSPA) and, 

especially, the Public Safety Act (PSA), which has led to wrongful detentions of 
thousands of young people without charge and trial, including minors branded as 
stone-pelters’. 

● Only a perception change can now prevent further rise of anti-India sentiments. A careful 
appraisal of building an alternative is needed to prevent Kashmir from being alienated 
irrevocably. 

● Peace in the region offers abundant opportunities for promoting trade and business as 
well as cultural exchange programmes while the threat of growing extremism and 
perceived terror attacks would be effectively contained with the help and support of all 
the neighbouring countries.  

● Release all the political prisoners from unlawful detention and make a fresh attempt to 
negotiate with the leadership of Kashmir and other stakeholders to arrive at acceptable 
solutions to restore peace in the region. 

● There has to be an effective sealing of borders; as they say ‘the best offence is a good 
fence’. 

● Counter efforts to prevent misuse of social media should be improved. 

 

LACK OF DEVELOPMENT 
On one hand, India is receiving accolades for a sustained growth rate and on the other; it is still a 
low-income developing economy. Even today, nearly 25 percent of India’s population lives 
below the poverty line. Also, there are many human and natural resources which are 
under-utilized. Being a poor country and one of the fastest growing economies in the world, 
there are some unique economic issues in India. 

India is at a tipping point, both in terms of economic growth and human development of its more 
than one billion citizens. The country is the sixth largest economy in the world, with a GDP of 
$2.6 trillion in 2017. Its GDP growth rate for 2019 is projected to be almost 7.5%, as it continues 
to be a major engine of global economic growth. It does this while being the world’s largest 
democracy and the world’s second most populous nation, with nearly 1.35 billion people spread 
across hundreds of thousands of large urban centres, small towns and rural clusters. 
 
Ongoing economic crisis due to the pandemic would increase issues.  

Issues 
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● India has 487 million workers, but more than two-thirds of Indian employers report that 
they struggle to find workers with the right skills. This contrast points to clear 
opportunities ahead, while posing serious questions as to how India can get the best out 
of its people through education and training. 

● More than one-third of Indians live in cities. It is estimated that, by 2050, as many as 900 
million people will be living in urban centres. Meeting their needs while safeguarding the 
environment will require innovative models of urban development. 

● India faces the double burden of infectious diseases and a dramatic rise in 
non-communicable diseases, now estimated to account for more than half of all deaths. 
These include cardiovascular disease, cancer, chronic respiratory conditions and type 2 
diabetes, all of which affected over 63 million Indians in 2012 alone.  

● Many health challenges are linked to sanitation. Narendra Modi announced a special 
focus on this topic. Linking a clean environment to human capital productivity is an issue 
that should be looked at as an investment and not a cost. 

● There is a need for India to closely examine the norms that allow violence and a broader 
pattern of gender discrimination to continue. The gender gap holds back economies all 
around the world 

● India’s large population places a severe strain on its natural resources, and most of its 
water sources are contaminated by sewage and agricultural run-off. While progress has 
been made, gross disparities in access to safe water remain. 

● The vast majority of Indians say transparency is their number one concern, according to 
polls before the recent election, with figures peaking at over 90% among young voters. 
People are right to be concerned. Transparency issues are not just a daily irritation, they 
are a drag on the whole economy, hampering competitiveness, growth and development.  

● Conversion of agricultural land to meet the needs of urban population will affect 
productive capacity. While mentioning the use of agricultural land for urbanisation, the 
report says that high rate of urban growth is likely to affect a productive capacity in states 
like Punjab, Haryana, Karnataka, Telangana and West Bengal. 

● Usually, developing economies have a low per-capita income. The per capita income in 
India in 2014 was $1,560. In the same year, the per-capita Gross National Income (GNI) 
of the USA was 35 times that of India and that of China was 5 times higher than India. 

● According to the World Bank, nearly 47 percent of the working population in India was 
engaged in agriculture. 

● Another factor which contributes to the economic issues in India is population. Today, 
India is the second most-populated country in the world, the first being China. 

● India always had a deficiency of capital. However, in recent years, India has experienced 
a slow but steady improvement in capital formation. 

● In India, merely 1 percent of the population has 58 percent of the total Indian wealth. 
Also, 57 billionaires have the same amount of wealth as the bottom 70 percent of India. 

 Major challenges 

● Low per capita income 
● Huge dependence of population on agriculture 
● Heavy population pressure 
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● The existence of chronic unemployment and under-employment 
● Slow improvement in Rate of Capital Formation 
● Inequality in wealth distribution 
● Poor Quality of Human Capital 
● Low level of technology 
● Lack of access to basic amenities 
● Demographic characteristics 
● Under-utilisation of natural resources 
● Lack of infrastructure 

 Suggestions 

● Several schemes are being implemented by the government for inclusive growth which 
includes the following: Mahatma Gandhi National Rural Employment Guarantee Act 
Scheme (MGNREGA), Prime Minister’s Employment Generation Programme (PMEGP), 
Mudra Bank scheme, Pt. Deen Dayal Upadhyaya Grameen Kaushalya Yojana 
(DDU-GKY), Deendayal Antyodaya Yojana- National Urban Livelihoods Mission 
(DAY-NULM), Sarva Siksha Abhiyan (SSA). 

● DISHA Project is being implemented in partnership with UNDP for creating employment 
and entrepreneurship opportunities for women in India. 

● Indian government along with the state governments and local governments should 
continue to focus on eradicating poverty and achieving sustainable development in order 
to improve the lives of India's people. 

● Through innovative partnerships with an international organization, civil societies, and 
private companies, inclusive and equitable growth can be targeted. 

● Inclusive growth will help in the empowerment of vulnerable and marginalized 
populations, improve livelihoods, and augment skill-building for women. 

● Policy efforts will be needed at the highest levels to harmonize India’s growing need for 
housing, roads, transport services and packaged goods with the resulting impact on the 
environment 

● Sustaining economic growth and managing air quality, groundwater reserves and 
reducing waste for the fundamental quality of life of India’s citizens.. 

● A high priority is infrastructure development, both physical and digital, to enable rural 
dwellers to access the products and services matching their incomes, needs and 
aspirations.  

● While challenges on agriculture and job fronts require a long term, multi-dimensional 
approach, the government must, as a priority, make an all-out effort to persevere with the 
banking reforms and do whatever it takes to stoke private sector investment. 

●  This means prioritising universal access to public services, such as health and education, 
and improving their quality by improving their delivery and strengthening underlying 
institutions.  

● Government expenditure should favour disadvantaged regions or groups. Quotas can 
support access to employment for specific excluded groups. Services targeted towards 
these groups are crucial (e.g. girls’ education), as is providing assistance at key stages of 
development, such as early childhood. 
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●  Social protection should be provided to ensure that nobody drops below a minimum 
level of wellbeing, beyond which unmet need will create cycles of disadvantage.  

● ‘Downstream’ action is required to improve equity by reducing inequality. Progressive 
taxation can help, if the additional fiscal space created is used to fund interventions that 
will support equity.  

● Power relations can cause and sustain inequity. Tackling harmful power relations takes 
time, and the empowerment of disadvantaged people must be combined with improving 
accountability mechanisms and reforming democratic institutions 
 
 

ISSUES  BEING FACED BY ARMED FORCES 
The developments in India’s immediate neighbourhood over the past decade have led India to 
take a close look at her foreign and security policies. There is a widely sensed need for the rapid 
modernisation of the Indian armed forces, which is being reflected in some of the key initiatives 
that have been taken up by the Indian government so far (such as Make in India), so as to address 
to the complex security challenges that emanate from its hostile neighbourhood. 

However, the pace of modernisation of the Indian armed forces over the years has been rather 
slow, and technologically, they are not where they should have been. Indigenous development of 
modern defence hardware continues to remain a concern and Indian policy aspiration for defence 
self-sufficiency remains largely elusive. The aim of the research is to highlight how the Indian 
armed forces are responding to the emerging security scenario in the region and beyond, and to 
address issues in defence. 

Examples 

● Highly polarised and vicious, biased media whipping up a frenzy and studio warriors 
pushing their own and their masters’ agenda on unsuspecting citizens and Army. 

● Back home, a corrupt Patwari or sarpanch or a neta or a babu, masquerades as a patriot 
and flaunts his/her SUV, while the soldier fights on and dies on the border. Not a very 
ideal state for a soldier to take support from. 

● Nations remember them only during a crisis or when one is no more and the body is 
brought to his town or village. Other times, he remains an obscure person, disposable for 
the politico-bureaucratic nexus and far away from the national media. 

● Fighting an attritional war on Kashmir front, with no end state or political initiatives. One 
finds it appalling to see the missing administration and development in many interior 
areas. 

● Movement of soldiers on duty or leave at short notices, without adequate rail 
reservations. 

Issues 
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● Lack of modernisation, capital outlay being the lowest in the last ten years. Most budgets 
get diverted to election winning formulations of the ruling elites and thus sheer neglect of 
the outdated and obsolete weapon systems. 

● Pathetic understanding of matters military with political and bureaucratic decision 
makers, thus a general distrust of what they are asking the Army to do. 

● The politicisation of the Army is taking its toll on a soldier’s psyche as he is forced to 
take sides, instead of remaining apolitical and secular in his thinking and action. 

● Prolonged separation from the families, in an increasingly unsafe and polarised 
countryside. 

● Lack of social and physical security of their kith and kins in home towns. 
● At present, military planning is hamstrung by lack of a clearly articulated and integrated 

military strategy. 
● There seems to be an expanding hollowness in arms and ammunition over the years due 

to quality issues related to indigenous production of modern ammunition, compounded 
by inadequate budgetary support. 

● Lack of capital budget for new procurement schemes, especially ‘big ticket’ items, is 
another challenge. 

● There is not enough expertise within the Army in the field of weapon design and 
technology, resulting in lack of meaningful inputs for the indigenous defence industry. 

● Then there is inefficiency and apparent lack of accountability of various organs of the 
defence ministry responsible for indigenous design and manufacture of weapons, 
equipment and ammunition for the Army, namely the Defence Research and 
Development Organisation (DRDO), Ordnance Factory Board (OFB) and Defence Public 
Sector Units (DPSUs). 

Suggestions 

● India needs to progressively build capability of hard military power, soft power and 
demonstrated power in its quest to be recognised as a regional power with global 
influence. 

● The Indian Army’s deterrence posture must be based on flexible capability-based 
structures to deal with various forms and levels of conflict. 

● The Indian Army needs to undergo transformation and right-sizing towards becoming an 
optimised modern force, with a more efficient teeth-to-tail ratio. 

● Enhanced jointness with the Air Force and the Navy, appointment of a Chief of Defence 
Staff (CDS) and formation of ‘theatre commands’ would definitely contribute to 
optimisation of resources. 

● The Indian Army must fully operationalise the concept of the Reorganised Army’s 
Multi-role Quick Reaction Force (RAMFOR) by creating a highly mobile assault division 
as a strategic reserve. 

● The Army must review its ‘big ticket’ needs and prioritise them periodically. 
● The government must closely monitor capability building of the services, especially the 

Army, and vigorously support plans to address ‘hollowness’ of weapons, equipment and 
ammunition. 
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● The government must increase allocation for defence (excluding pensions) to 2.5 percent 
of GDP initially, and further raise it gradually to 3 percent until modernisation of the 
Armed Forces is complete. 

● The government must stop protecting the defence public sector and create a genuine level 
playing field for entry of the private sector into indigenous defence manufacturing. 

● Government must provide guidance to the military through issuance of national security 
strategy, defence policy and military strategy so that the three services, including the 
Army, can align their respective policies and doctrines to these formulations in a 
coordinated manner. 

NON STATE ACTORS 

Non-state actors include organizations and individuals that are not affiliated with, directed by, or 
funded through the government.  These include corporations, private financial institutions, and 
NGOs, as well as paramilitary and armed resistance groups. India's internal security problems are 
a manifestation of internal weaknesses and external attempts at waging a proxy war.  

Inadequate socio-economic development, apathy towards the genuine grievances of the people, 
political brinkmanship amongst other reasons, has created internal contradictions, which have led 
to over five decades of internal strife. Similarly, a number of internal security challenges faced 
today are fuelled and controlled from Pakistan. Therefore, the non-state actors operating from Pakistan 
are the proxies of the state, functioning under a clear charter of state policy. 

 ROLES OF EXTERNAL STATE ACTORS AND THREATS POSED: 

 
China :.China has provided financial support, arms and sanctuaries to Naga, Mizo and Meitei 
extremist’s right since the British Period. The military encroachments and conflict of 1962, India 
was defeated and became psychologically weak. Since then, China has been astutely following a 
policy of strategic containment of India by regional coalitions and arming India’s neighbours 
Myanmar, Bangladesh and Pakistan. 
 
Bangladesh: East Pakistan, Bangladesh since 1971, was host to many insurgent activities 
unleashed against India in the northeastern region. The anti-India operations have been largely 
possible because of the presence of an overwhelming illegal immigrant Bangladeshi population 
in the northeast. The porosity of the Indo-Bangladesh border has led to many unanticipated 
problems for India. 

Myanmar: Some Burmese tribes belonging to the Kuki Chin Group are fighting for merger of 
lands inhabited by them with India. The Myanmarese rebels ensure that drugs are brought under 
their protection up to the Tamu on the Indo-Myanmar border and also upto 
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Bangladesh-Myanmar border. The Indian insurgent groups and the Bangladesh syndicates take 
over from these locations and thereafter push the drugs inland. 

Pakistan: India is facing a low intensity conflict in J&K assisted and sponsored by Pakistani 
military, in the North-East and through support to various fringe extremist groups within the 
country. India also faces huge economic challenges due to the fake currency racket. 
Inter-services Intelligence and Pak Military Islamic terrorist groups like the Al-Qaeda, 
Lashkar-e-Taiba, Harkat-ul-Jihad Islami, Jaish-e-Mohammad, and the Pakistani Taliban along 
with various other Jehadi Tanjims. The surreptitious activities of these apart from terrorist 
attacks in various parts of the country, include training and facilitation to armed insurgents by ISI 
in various training camps in Pakistan.  

Nepal: India and Nepal are good neighbours and share an open border with free exchange of 
people and currency across the borders. The CPN (Maoists) have become a difficult political 
power (non-state actors so far, but state actors now) and this brings new implications for India’s 
internal security mainly in view of their known linkages with Indian Left Wing Extremists. 
Consequently, Nepal can significantly add to India’s Maoist threat by supporting the rebels in the 
red corridors of India. Thus, the clarifying political and security scenario in Nepal would have to 
be closely monitored. 

 

Examples 

●  Bomb blasts, attacks on major establishments/public places (Akshardham, 26/11 etc.) 
which partially dismantles India’s stability 

● They bring fake currency to India and try to hit Indian economy. 
● They smuggle weapons, drugs (in Punjab/Northeast) in India, directly targeting the youth. 
● Extremist non-state actors also include religious fanatics which propagate religious hatred 

which can lead to communal tensions in the country. 
● They can also incite people for regionalism thus demanding their separate state which 

further increases secessionist tendencies. 

 Issues 

● They pose threats to multireligious, multiethnic and pluralistic societies. 
●  India is at the receiving end of these violent elements and is likely to remain a target of 

international terrorism in the future. 
● Pakistan has been waging a proxy war against India since the 1980s. Since the Kargil 

War and the military coup 1999, Pakistan’s support to cross border terrorism has 
intensified and is expected to continue in the future. 
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● The rapid growth of Islamic fundamentalism in Pakistan is also of serious concern to 
India. 

● Through its nexus with the Taliban and Jihadi elements, as well as its involvement in 
religious extremism, international terrorism and the narcotics trade, Pakistan poses a 
threat not only to India but to the stability of the region as well. 

● Terrorists/insurgents are receiving weapons mainly from across the borders with the 
assistance of organised smuggling groups. 

●  Most of the arms are coming from Pakistan through the ISI, Pakistani based 
fundamentalist organisations, Afghan Mujahideen groups and the militants themselves, 
who bring arms from Durrah in the North West Frontier Province (NWFP). 

● The smugglers have also acquired high- powered speed boats, which can land at 
uncharted beaches and creeks. 

●  Arms are also coming through the long and porous Indo-Nepal border. In addition, arms 
are being smuggled via Bangladesh and Myanmar. 

● The advances in IT and communications have made terrorism with Weapons/Materials of 
Mass Destruction easier to carry out. 

● They bring fake currency to India and try to hit Indian economy  

 

  

Suggestions 

● Identification of internal characteristics of non-state actors that might make non-state 
actors susceptible to the kinds of influence that a government – as opposed to a 
humanitarian organization – can exert on its motivations, behavior, and capacities. 

● Identification of external relationships – to civilians, to states, and perhaps also to civil 
society – that might inform the strategy and approach of non-state actors. 

● Accumulating intelligence and insight into day-to-day operational practices and how they 
can be planned and implemented in a conflict sensitive way. 

●  Proper analysis of the threats non-state actors pose to peace requires a focus on the root 
causes of terrorism and clarification of the terms non-state actors, state, and terrorism. 

● There is a distinction to be drawn between non-state actors that perpetrate terrorist acts 
for political and ideological ends and those who wield violence for financial gain. 

●  Attention to root causes may not require a focus on poverty so much as on the 
distribution of wealth. 

● Focus on how the United Nations can develop capacity to combat terrorism. 
●  Articulate human rights values in a way that advances counterterrorism. 
●  Give priority to examining the ways in which violent groups finance their activities. 
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● Strengthening diplomatic ties with the neighbouring countries through trade and 
transport, cultural-ties and historical-value. Effective discussion on political level can 
reduce the hostility among the countries for border disputes. 

● Police-patrolling in the hinterlands keep track of any unusual activities in the region. 
Police should act in a more friendly way to civilians for their coordination, cooperation 
and collecting intelligence information. 

● Development activities in the backward, hinterland regions will provide employment, 
exposure and earning to the youths, who easily get influenced by the radical thoughts of 
some religion and take up arms against the government. 

● Peace in the border-region offers abundant opportunities for promoting trade and 
business as well as cultural exchange programmes while the threat of growing extremism 
and perceived terror attacks would be effectively contained with the help and support of 
all the neighbouring countries.  
 
 

TECHNOLOGICAL DEPENDENCE ON OTHER 
COUNTRIES 

The phenomenon of technology transfer has existed ever since the beginning of technological 
progress. Having significantly increased in recent years, it will probably attract the world's 
attention for many years to come. Many developing countries now appear to be seeking 
technological progress through technology transfer to realize development in a much shorter time 
than that required originally by developed countries.  

Technological dependence could be considered the opposite of self-reliance. One transparent 
indicator of its existence is a situation in which the major source of a country's technology is 
abroad. When a country imports from a single country, it has a very high degree of technological 
dependence. 

Example :  

● India is dependent on Foreign nations like USA, Russia for majority of it’s defence needs 
● A large quantity of electronics are imported by India from China  
● With regards to, Active Pharmaceutical Ingredients, basic raw material for manufacture 

of Medicines, India is dependent on China  
● Not a single PPE Kit was being manufactured in India before excessive demand due to 

Covid 19 Pandemic forced its domestic manufacturing  

Issues 
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●  As Information and Communication Technology infrastructure is the backbone of many 
frontier technologies, there is a risk of its triggering a new frontier technology divide, 
compounding an already existing digital divide. 

●  An estimated three billion people could still lack internet access by 2023, and many 
more will have little or no opportunity to reap the benefits of digital technologies. 

●  Frontier Technology per se is not the problem, but there are ethical issues surrounding 
privacy, ownership and transparency. 

● Developing countries, in particular, are starting from a difficult position, because they are 
already grappling with the challenges of low human capital, ineffective institutions, and a 
difficult business environment. 

● The system is also largely run by scientists-turned-bureaucrats and “nepotism, patronage 
culture” are prevalent. 

● Also, the prevalent incompetence across the spectrum has taken a toll on ‘peer reviewing’ 
where incompetent scientists get to reinforce their mediocrity. 

● There is a culture of elitism in our labs, where the manual work is done by lab assistants 
and scientists mostly just command orders. 

● Also, rather than contributing to social debates, Indian scientists shun public 
commentary, unless it is to serve as government spokespersons. 

● Currently, it has been observed that, small elite research institutions get most of the 
grants, while universities get very less research funds. 

● Due to funding constraints, almost all the significant work from India is in the theoretical 
domain, as these are less burdened by money requirements. 

 Suggestions 

●  With globalisation, it is easier to notice the growing contrast between the designs for 
promoting innovation in the western world and in India. 

● Having a young population and a strong Diaspora that is more affluent than any other 
country, India has the potential pioneering high-tech innovation. 

●  As a first step, it is important to acknowledge the significant contributions of Indian 
scientists aboard and capitalise on their learning through collaboration. 

● The technology policy recognised the importance of perspective planning in advance for 
the development of relevant technologies in all areas of priority. 

● It called for the use of science and technology for employment generation, fulfilling 
energy requirements, improving the efficiency and productivity of public sector 
enterprises, development of improved technologies for food, housing and industry, and 
for the development of environment friendly technologies etc. 

● Importance to the up gradation of indigenous technologies to prevent their obsolescence. 
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● To ensure that the message of Science and technology reaches every Indian including 
women and children, and to promote scientific temper among them. 

● To utilize Science and technology for food, agriculture, environment, energy security, 
and poverty alleviation programmes. 

● To promote scientific research in academic Institutions and Universities, and provide 
them necessary autonomy for research and development. 

● To promote the empowerment of women in science and technology activities. 
● To encourage innovation for economic development and strengthen the enabling 

mechanism related to technological development. To establish an Intellectual Property 
Rights (IPR) regime for the protection of intellectual property and it's commercialization. 

● To ensure the availability of high-speed access to information through scientific 
development in digital technologies. 

● To utilise the new technologies for the purpose of disaster management and for the 
prevention of natural hazards such as cyclones, floods, drought, landslides, and 
earthquakes etc. 

●  Promotion of scientific temper and its spread among all the sections of society.  
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